ABSTRACT. This paper describes some of the considerations involved in the development of an intelligent integrated vehicle health monitoring system from a "top-down", systems perspective.
INTRODUCTION
Recent interest in smart sensor networks, and developments in technologies such as MEMS, microelectronics, nanotechnology, communication networks and distributed computing, have encouraged interest in the development of integrated vehicle health monitoring (IVHM) systems. In the longer term, such systems will provide a basis for the development of self-repairing, and perhaps even ageless, structures. In the shorter term, IVHM could reduce or eliminate a number of present design constraints (e.g. relating to redundancy and inspectability), allowing more efficient designs, and should reduce maintenance and inspection requirements.
A multi-disciplinary team at CSIRO has begun developing concepts for IVHM systems for aerospace vehicles as part of the NASA Robust Aerospace Vehicle Program (RAV). RAV is a long-term program with an ultimate goal of the development of vehicles capable of structural self-assessment and repair, and structural reconfiguration (morphing). Generally these goals are well beyond the capabilities of current materials and technologies, so it is neither necessary nor desirable to restrict consideration to present materials, sensors, communications systems, etc.
An IVHM system is an example of an intelligent sensing system. The purpose of such a system is to detect and measure certain quantities, and to use the information and knowledge obtained from the measured data and any prior knowledge to make intelligent, forward-looking decisions and initiate actions. The design of such a system must begin from knowledge of the environment in which the system is to operate and the quantities it is required to measure, and the actions that can be taken in response to the measurements.
One of the important characteristics of practical IVHM systems is that they will generally consist of thousands, and perhaps millions, of sensors of different types measuring different quantities. It is therefore essential that strategies for efficient handling and usage of the vast amount of data generated are an integral component of the system design. It will simply not be possible to communicate all this raw data to a central processor: some form of local data reduction, and the communication of information rather than data, will be essential. This paper will not be concerned with issues related to morphing structures, and only peripherally with issues of self-healing materials and self-repairing structures. It will concentrate on concepts for the intelligent sensing systems that will allow self-assessment of structural health, the IVHM system. It is important to emphasize that, whatever the eventual capabilities of materials for autonomic self-repair or regeneration, there will likely be a requirement for knowledge of the occurrence and nature of damage to be communicated to some region of the structure remote from the damage site. Reasons for this may include a need for a global response to the threat that caused the damage, the provision of resources for the self-healing process, or the dispatch of specialized autonomous inspectors or repair agents to augment local capabilities.
This work is an initial approach to the problem of developing an IVHM system from a "top-down", systems perspective. This paper will report only on the issues discussed and approaches that are under consideration. More complete reports are available [1, 2] .
ISSUES TO BE CONSIDERED
The first issues that must be considered in designing an IVHM system are the environment in which the vehicle is to operate, the nature of its mission(s) and the threats it will face. There must then be a strategy for dealing with each of the threats and/or their consequences, and this will depend on the likelihood of their occurrence and the seriousness of their consequences. This should lead to an understanding of the quantities that must be measured, requirements for temporal and spatial frequency of measurement, and necessary responses and response times.
System issues that need consideration include:
• Sensors -types, locations and requirements for continuous monitoring.
• Data processing -dependent on sensor type and information required, requirements for local, regional or global processing.
• Communications and networking -medium, bandwidth, network topology.
• Intelligent system characteristics -distributed vs. centralized structure (multiagent vs. central nervous system), emergent or rule-based intelligence. Many of these issues are related. One of the clear conclusions that emerged from this work is the need to approach the design of IVHM systems from a "whole system" perspective. The various components of a system (viz. sensing strategies, sensors, data processing, communications, intelligence, decision-making) are strongly coupled, in the sense that a solution in one area will influence the requirements for another.
BIOLOGICAL ANALOGS: WHAT CAN BE LEARNED FROM NATURE?
Biological systems are the only obvious examples we have of many of the attributes required of ageless structures. It is therefore inevitable that we look to biology to provide ideas and guidance in areas such as intelligent sensing, self-repair and regeneration, integrated sensing systems, structural adaptivity, intelligence, etc. The capability of the human nervous system as an intelligent sensing, decision-making and control system is likely to remain a highly desirable objective for artificial systems for a long time.
However, the mammalian nervous system is not necessarily a perfect model for various reasons, a major one of which is its vulnerability to damage and an inability for self-repair of the central nervous system. The brain and spinal cord are quite heavily protected, but are nevertheless common sites of catastrophic or debilitating injury. The evolution of a complex nervous system and intelligent behaviour greatly enhanced survival prospects, clearly to a greater extent than it was hindered by the lack of a repair mechanism. While evolutionary pressure on biological systems favors statistical rather than individual survival, it is more likely that 100% survivability would be the goal for an aerospace vehicle.
Similarly, many biological systems have developed extremely complicated and sophisticated mechanisms for repair, regeneration and recycling of tissue. For example, blood clotting, one of the early stages in the process of wound healing, requires the presence and sequential activation (and subsequent de-activation) of a large number of specialized molecules in the blood -a complex chemical chain reaction that accelerates as it proceeds. While the precise mechanisms are almost certainly too complex to mirror in an engineering structure, the principles of multi-stage repair, continuous material regeneration and the ability to regenerate lost or damaged components (e.g. a lizard's tail) will need to be addressed in some form or other. Materials recycling processes, carried out at various levels in biological systems, will also be essential.
Biological sensors, materials and structures also provide some potentially interesting examples [2] . Recently, MEMS technology has been used to produce active surface elements that behave like micro-cilia. Similar structures could be used as analogs of "touch" sensors. There is now a growing interest in the use of so-called tensegrity structures [3] , which are strong, light and have the ability to sustain very large controlled shape changes, as morphable structures. They are found widely in biological structures [4] .
THREATS AND CONSEQUENCES
The threats to which an aerospace vehicle will be subject may be loosely divided between those produced directly by the environment (external threats), and those that arise from within the vehicle and its structure (internal threats). The usefulness of making such a distinction is that the external threats will depend strongly on the type of vehicle and its mission (e.g. aircraft, space shuttle, space vehicle), whereas the internal threats will be broadly similar for different vehicle types, even though their specific nature, their frequency of occurrence and their severity will depend on the materials, structure and operating conditions of the vehicle.
The external threats to a space vehicle, with which we have been mainly concerned so far, have been thoroughly studied and documented by NASA and many other agencies and organizations. A useful summary is provided in [5] . They include radiation from various sources (ionizing, non-ionizing, low and high energy, solar and cosmic, etc.), meteoroids and space debris, gravitation and upper atmospheric affects (atomic oxygen, plasma, etc.).
Internal threats are those generated within the vehicle, or indirectly due to the external environment. They were listed in some detail in [1] , and include threats, or the consequences of other threats, to the following.
1. The materials from which the vehicle is fabricated. This includes mechanical failure of materials (fracture, debonding, cracking, etc.), and degradation of material at surfaces and interfaces (wear, erosion, corrosion, reduced adhesion, etc.) and in bulk material (fatigue, creep, radiation damage, etc.).
2. The fuel and propulsion system, which may include engine failure (which may be due to material failure) or such things as fuel leaks or contamination. 3. The energy and power systems (non-propulsion): generators (solar panels, nuclear, thermoelectric, etc.), batteries and storage devices, and the energy distribution system (wiring, insulation failures). 4. Electronic systems such as GNC (guidance, navigation & control) systems, communications systems (internal and external), sensing and supervisory systems. 5. Life support systems, where applicable. These may involve atmosphere (pressure, temperature, composition/contamination, explosive mixtures, etc.), water (quantity, purity, contamination), food, health systems (sensing, monitoring, treatment, etc.), waste disposal and recycling, light, sound, entertainment, etc. It is clear from this list that a comprehensive IVHM system will need to measure a large variety of mechanical, electrical and chemical quantities, at a wide range of temporal and spatial scales. To this can be added a broad range of measurement conditions and locations.
RESPONSES AND RESPONSE TIMES
The response to the detection of a threat, or to the consequence of a threat, may be a permanent (ideal) response, or a temporary response that is essentially a means of increasing the time available to achieve an ideal response.
Ideal responses are avoidance of the threat or its consequences, or permanent and effectively repair of the damage. Avoidance may take various forms. In the case of collisions with objects, it would include the detection of an approaching object followed by the taking of evasive action, the destruction or deflection of the object, or the deployment of a shield. It can also take the form of detection and correction of precursor conditions to material failure (e.g. fatigue, wear, radiation damage), to explosions or fire (e.g. fuel leaks), etc. Repair may consist of self-repair (autonomic or system-directed), repair by the crew, or repair in a port or maintenance facility.
Temporary responses, more or less appropriate in different circumstances, include:
• Redundancy by duplication.
• Redundancy by over-engineering, for example by building excess strength into a structural component.
• Temporary repair that may be autonomic (e.g. autonomic repair of cracks in composite materials, or autonomic sealing of small holes in a pressure vessel or fuel tank with an embedded encapsulated foam) if the time available is short.
• Isolation of a damaged component or section of structure, e.g. seal off a damaged section of a pressure vessel. This is similar to redundancy, but not identical. It is possible only when there are components or sections that can be temporarily regarded as redundant, and sacrificed to gain time for a more effective response. Factors that influence the choice of response are the timescale required of the response and the cost of providing the response. A significant component of the cost of most of these non-ideal responses, and of repair, will be additional weight in the vehicle. While vehicle weight is a prime concern, current aircraft contain multiple levels of redundancy in electronic and hydraulic control systems, and over-engineering in primary structures.
For very short response times (milliseconds or less), which are generally associated with threats that could lead to catastrophic results for the vehicle, the response must be effectively reflex, i.e. it must occur automatically with very little (if any) interaction with the rest of the vehicle. Rapid, local responses are more likely to be temporary responses.
On the other hand, if a relatively long time is available for a response, there is time for reasoning and intelligence to be applied (if necessary), and something closer to an ideal response undertaken. Rapid, temporary responses may be followed by slower, more permanent repairs. This is closely analogous, at least in principle, to mechanisms of wound repair in biological systems (see above), where multi-stage responses are normal.
SENSING AND SENSOR REQUIREMENTS
As a result of the discussions above, the following requirements of the sensing system can be identified. Firstly, the quantities that require rapid detection and rapid response should be detected by sensors that are continually in position and in operation: they should either be integral to the material or embedded in the structure, or remote but fixed. Measurements that do not require rapid response could be carried out with movable sensors, perhaps mounted on autonomous mobile agents (robotic inspectors), and may employ active measurement techniques. Secondly, the system will need to distinguish structural material damage from sensor or system malfunction: a lack of information from a sensor may indicate damage to the host material, but it may not. Thirdly, an integrated sensing system might have distinguishably different supervisory and repair/response roles. Even if a repair is carried out autonomically and locally, it will probably be desirable for knowledge of threats and damage to be shared more widely. Fourthly, self-repair requires local information, which in biological systems resides in the cell's DNA. Information loss and software reliability may be major issues for self-monitoring and self-repairing systems. Finally, and importantly, the choice of sensing methods and measurement techniques may well be influenced by considerations relating to the data processing, communication and decision-making aspects of the system. It is essential that a holistic approach be taken to the development of basic concepts in all of these areas.
Continuous Monitoring
Most conventional NDE techniques and practices involve regular inspections of structures or materials at pre-determined intervals, with the aim of detecting damage that has accumulated during the interval. In general, active measurements are performed: the material is excited by some form of energy, and the response to the excitation is measured.
When a rapid response is required, however, there is a need for systems capable of continuous monitoring to provide real-time detection of damage using large arrays of sensors embedded in the vehicle structure. The requirements for sensors, measurement techniques and data processing methods are very different from those employed in conventional NDE. This presents opportunities to seek novel methods and strategies for detecting and evaluating damage. Event detection (e.g. an impact or crack) and damage assessment may be carried out with the same or different sensors; embedded sensors may be used in combination with movable sensors (which could be mounted on autonomous agents); embedded sensors may be used in adaptively reconfigurable arrays or in synthetic arrays; the integrity of the sensor network itself may be used to detect and assess the extent of damage; multi-modal sensing of a damage event may provide valuable information about the nature and cause of the event.
The main advantages of continuous monitoring, however, are expected to lie in the ability to detect precursors to damaging events (which in many cases will allow major damage to be averted), the ability to take early action to minimize the consequences of damage, and the information provided by real-time monitoring to understand the causes of a damaging event so that similar events can be averted in the future.
The functions of a continuous monitoring system are to record conditions leading up to a damage event (and to initiate action, if possible, to avert or minimize the damage), to record, identify and locate the damage event, and to provide some information to assist with evaluation of the nature and extent of the damage. As damage can occur rapidly, sensors and their interface electronics may require high bandwidths and fast sampling rates.
Real-time detection also favors the use of passive sensors, though they may be used in conjunction with an excitation source (e.g. an optical imaging sensor may require a source of illumination). In some cases this will require the development of new types of sensors. It is therefore expected that a continuous vehicle health monitoring system will consist largely of passive embedded sensors.
Long-term Reliability of the Sensing System
One of the major issues for systems of embedded sensors is long-term reliability. The sensing system should be less prone to damage than the structure in which it is embedded. If this cannot be guaranteed, and inevitably there will be communications and sensor failures in a system of the size and complexity that will be required, it must be possible to detect and repair failures when necessary. Thus, along with materials capable of self-repair, there will be an equally important requirement for self-repairing sensing systems. An important component of the intelligence of the system will be to distinguish a faulty sensor, processor or communications path from structural damage, and to temporarily reconfigure the sensing system to maintain its integrity and functionality.
Calibration is also a significant issue for sensor reliability. Changes in the sensitivity of sensors can result from changes in ambient conditions (e.g. temperature, pressure), but if these conditions are measured, corrections can be made where necessary. However, sensitivity variations can also result from material degradation or change within the sensor, perhaps due to thermal or mechanical cycling (fatigue), radiation, atomic diffusion, etc.
Some Specific Sensing Developments Required for an Effective IVHM System
Measurement of strain, either on a material surface or an internal interface, at frequencies from dc to MHz, has the potential to detect a variety of events or conditions, including impacts, fracture, cracking, debonding, pressure leaks, etc., that generate elastic waves. Acoustic emission (AE) sensors detect dynamic strains generated within materials, and could also be used as detectors for active elastic wave (ultrasonic) methods of damage evaluation. They are inherently suitable for use as embedded sensors in continuous monitoring applications. AE sensors are potentially among the most useful and versatile that could be deployed in an IVHM system, but realizing the potential remains a significant challenge for both data processing and sensor development.
Material degradation includes fatigue (thermal and mechanical), wear, erosion, embrittlement, radiation damage, corrosion, diffusion and a number of other conditions in which material properties are gradually degraded over a period of time. In some cases degradation could occur as a result of a number of detectable individual events (e.g. small impacts, microstructural changes), but in others detection of individual events would be impractical. All materials are subject to various forms of degradation, and the early detection of this degradation in the wide range of materials and conditions present in a vehicle is a major challenge: it is frequently a precursor to major failures.
Any aerospace vehicle is at least as vulnerable to electrical and electronic failure as to mechanical problems. Space vehicles and modern passenger aircraft have multiple levels of redundancy in these areas to counter failures due to material degradation (e.g. thermal effects, radiation damage), software errors, information loss, etc. Improved system reliability and reduction in dependence on redundancy are research goals. Detection of contaminants in fuels, atmosphere, food, water, etc. and of leaks that might result in combustible or explosive conditions, require the development of chemically selective sensors suitable for continuous monitoring. For a space vehicle containing crew and/or passengers, a range of selective biosensors would also be required.
COMMUNICATIONS AND INTELLIGENT SYSTEM REQUIREMENTS
It has been stated above that an IVHM system needs to be intelligent, but what is meant by intelligence, why is it needed, and how can it be achieved? There appears to be no simple or straightforward definition of intelligence, despite it being a term used every day. In general, operational definitions are used: while it is difficult to pinpoint the border between intelligent and unintelligent behaviour, we like to think we will recognize intelligent behaviour when we see it. However, our working definition of an intelligent process or system may change according to our understanding of it.
Hofstadter [6] listed the following abilities as essential for intelligent behaviour: -to respond to situations very flexibly, -to take advantage of fortuitous circumstances, -to make sense out of ambiguous or contradictory messages, -to recognize the relative importance of different elements of a situation, -to find similarities between situations despite differences that may separate them, -to draw distinctions between situations despite similarities that may link them, -to synthesize new concepts by putting old concepts together in new ways, and -to come up with ideas that are novel. This is a formidable list of requirements, but it is certainly possible to identify a number of these abilities that would be needed to ensure the survivability of a vehicle in situations that may be complex or unpredictable. How well each of these behaviours needs to be developed is, of course, another matter.
Why do we need intelligence in an ageless vehicle? Firstly the sensing system will be extremely large and complex. With the development of MEMS and nanotechnology, a vehicle may contain tens of thousands to millions of sensors, each providing continuous streams of data. Some sensors may be mounted on mobile autonomous agents. Inevitably, some sensors will malfunction, some will be out of calibration and some will lose data due to faulty communication paths. More importantly, the vehicle will be subject to not only various combinations of known threats but, at some times of its life, it is likely to encounter threats that are not currently known. The processing of this vast amount of complex data to produce information, and ultimately a representation of the state of the vehicle, will require a number of the abilities listed by Hofstadter. The system will need to learn how to process data in a changing environment in which damage and malfunction of the sensing system may be as significant as damage to the underlying structure.
The monitoring system will also be required to draw conclusions from the information deduced from the sensed data, and to make intelligent decisions on courses of action to repair damage and to proactively mitigate further damage.
In the context of an IVHM system, one of the more appropriate routes to achieving intelligent behaviour is via a multi-agent system (MAS) [7] , An MAS consists of a large number of autonomous agents, each of which can carry out some useful functions, but none of which has the capability, knowledge or intelligence to solve the required problem. The agents interact and communicate with each other by a usually simple set of rules: they form an interacting system from which complex collective behaviours can emerge. MASs can learn, either by modifying the capabilities or responses of individual agents, or by changing the rules of interaction between agents.
A classic example of an MAS is an ant colony (another biological analog). Individual ants are relatively simple, unintelligent agents. They interact via a small number of different messages, communicated chemically by pheromone marking. Despite this apparent simplicity, the colony is capable of complex adaptive behaviours including effective foraging, colonization and warfare, with resources being reallocated between different activities in response to changing needs and conditions. The global behaviour of a colony can develop and mature on a timescale much longer than the lives of the individual ants.
From the point of view of an IVHM system, one of the more attractive features of an intelligent MAS is that the intelligence is distributed. There is no central "brain" to provide a point of vulnerability. The functionality and intelligence of an ant colony is not greatly reduced even if the nest is damaged and large numbers of ants killed. It is envisaged that an agent in the IVHM system would be a sensor, or a small group of sensors, and a processor. These agents would interact with each other by communicating simple messages, based on information deduced from the raw sensor data.
There are many unsolved research problems associated with MASs, one of the more significant being an inability to derive the interaction rules that will produce a desired emergent behaviour -it is currently not possible to engineer, and adaptively control, the behavioural response of a system of agents. However, there is a great deal of current research towards this goal in a number of institutions worldwide, including our own.
CONCLUSIONS AND FUTURE WORK
This paper has canvassed a number of issues involved in the development of an IVHM system for a future aerospace vehicle. Emphasis in this report has been placed on sensing issues. A clear conclusion that emerged from the work is that an integrated approach must be taken to the development of such a system, since the various aspects of sensing, signal processing, communications and intelligence are closely related.
Work in the immediate future will concentrate on the development of a software simulation package and a hardware concept demonstrator. The purpose of these two tools is to provide versatile research platforms for investigations of sensing, data processing, communications and intelligence issues, and for demonstrating some of the concepts discussed above.
